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DETAILED ACTION 

1 . Claims 1-3 are pending in the instant application and have been examined. 

Claim Rejections - 35 USC § 103 

2. Claims 1-3 are rejected under 35 U.S.C. 103(a) as being unpatentable over 
Erickson US 5,765,152 in view of Downs et al., US 6,226,618. 

As for Claim 1 , Erickson teaches a method of securely delivering data (abstract), 
comprising the steps of: creating a container having electronic content and a container 
identifier (fig. 5); encrypting at least one data block of the electronic content using a 
symmetric encryption technique and encrypting a header associated with a first data 
block of the electronic content using an asymmetric encryption technique (fig. 1A: item 
21 "Header", fig. 5). Downs teaches the features not taught by Erickson, namely the 
header including a symmetric decryption key (fig. 1A, item 113 Content SC; and re- 
keying the header using data associated with a user or a user's device to lock at least a 
portion of the electronic content to the user or the user's device, wherein the locked at 
least a portion of the electronic content can only be decrypted and accessed by the user 
or on the user's device when the user or user's device has been authenticated against 
at least the container identifier (col. 9 lines 47-60). Therefore it would have been 
obvious to one of ordinary skill in the art at the time of the invention to incorporate these 
features into the system of Erickson. Motive to make this combination is found for 
example in col. 2 lines 52-58 where the desirability of packaging content into secure 
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containers so as to facilitate copyright management is discussed. Incorporation of a 
symmetric key used in content decryption operations would facilitate this objective. 

As for Claim 2, Erickson teaches a system for securely delivering data (abstract), 
comprising at least one component to: create a container having electronic content and 
a container identifier (fig. 5); encrypt at least one data block of the electronic content 
using a symmetric encryption technique and to encrypt a header associated with a first 
data block of the electronic content using an asymmetric encryption technique (fig. 1 A: 
item 21 "Header"). Downs teaches the features that Erickson does not teach, namely 
the header including a symmetric decryption key (fig. 1A, item 113: "Content SC"): and 
re-key the header using data associated with a user or a user's device to lock at least a 
portion of the electronic content to the user or the user's device (col. 1 1 lines 30-55), 
wherein the locked at least a portion of* the electronic content can only be decrypted 
and accessed by the user or on the user's device when the user or user's device has 
been authenticated against at least the container identifier (col. 20 lines 40-55). 
Therefore it would have been obvious to one of ordinary skill in the art at the time of the 
invention to incorporate these features into the system of Erickson. Motive to make this 
combination is found for example in col. 2 lines 52-58 where the desirability of 
packaging content into secure containers so as to facilitate copyright management is 
discussed. Incorporation of a symmetric key used in content decryption operations 
would facilitate this objective. 
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As for Claim 3: The claim is directed towards the computer program product 
embodied in a memory medium that when read, causes a processing device to carry 
out the method of claim 1. Therefore Claim 3 is rejected on the same basis as is claim 
1. 



Conclusion 

3. Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Paul E. Callahan whose telephone number is (571) 272- 
3869. The examiner can normally be reached on M-F from 9 to 5. 

If attempts to reach the examiner by telephone are unsuccessful, the Examiner's 
supervisor, Emmanuel Moise, can be reached on (571) 272-3865. The fax phone 
number for the organization where this application or proceeding is assigned is: (571) 
273-8300. 

Information regarding the status of an application may be obtained from the 
Patent Application Information Retrieval (PAIR) system. Status information for 
published applications may be obtained from either Private PAIR or Public PAIR. 
Status information for unpublished applications is available through Private PAIR only. 
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 
you have questions on access to the Private PAIR system, contact the Electronic 
Business Center (EBC) at 866-217-9197 (toll-free). 
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